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Introduction MEDI’2021

Problematic

Integrity Issue −→ The world suffers from constant threats

Examples:

Carry out cyber attacks (In 2006)

Spread misinformation (2009)

Penetration the system of iOS (2014)

Etc,
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Introduction (cont’d) MEDI’2021

Blockchain −→ It is a series of blocks

4 / 30



Introduction (cont’d) MEDI’2021

Challenges

Adopting this successful technology

Respecting the characteristics of IoT devices

Proposing a compatible framework for Integrity of Information issue

Goal

Secure Frameworks

Realising and testing the
proposition
Applying the Blockchain
concepts
Not contradicting reality
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Related Work MEDI’2021

Blockchain was used many domains and systems
Some of them:

Did not give examples
Hard operations on constrained devices
Symmetric cryptography technique

Our contribution
Focus on the secure protocols
Unconstrained devices with hard operations
Asymmetric cryptography technique

Comparison and perspectives

♣
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Framework MEDI’2021

Blockchain Structure
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Framework (cont’d) MEDI’2021
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Framework (cont’d) MEDI’2021
Data

Example:

WSN information
 worker's personal
information
etc
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Framework (cont’d) MEDI’2021

Signature

+ =

+ =

Hash
RSA Private

Key Signature
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Framework (cont’d) MEDI’2021

Proof of Work

Defining Condition

PoW  + DATA == Hash

} Until (Hash respect condition)

Do {
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Framework (cont’d) MEDI’2021

Public key

RSA Public Key

2048   bits
<High-strength>

4096   bits           
 <Very high-strength>
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Framework (cont’d) MEDI’2021

Hash

+ =

Hashing
Algorithm

SHA1
SHA2
SHA3
SAH5

Data Hash
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Framework (cont’d) MEDI’2021

Hash Algorithm

Goal −→ Difficulty of finding the data
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Framework (cont’d) MEDI’2021

Blockchain Network
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Framework (cont’d) MEDI’2021

IoT Devices
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Framework (cont’d) MEDI’2021
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Framework (cont’d) MEDI’2021
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Framework (cont’d) MEDI’2021

Advisor Tasks
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Framework (cont’d) MEDI’2021

Add New Manager

New_Manager Other ManagerAdvisor

Send ( Address )

Request_BC ()

Send_Dominant_BC ()
Get_BC ()

Record (Address)
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Framework (cont’d) MEDI’2021

Registration Device in Manager
IoT_Device MinerManager

alt

[MAC_Not_Exist]

Check_registration()

Request_Key()

Provide (Private_K, Public_K)

Success (Msg, Hash_Private_k)

Fail (Msg)

Register (MAC)
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Framework (cont’d) MEDI’2021
Add new block with a secure data

alt

[Is_Authenticated]

IoT_Device Miner Other
Managers

Manager Advisor

alt

[BC== True && New_B ==True]

Add (DATA)

Send_Hash (Hash, Proof_W)

Send (Addresses)

Request_Address ()

Success (Msg)

Request_validation ()
Create_Block ()

Fail (Msg)

Encrypt (Public_k)

Access_BC ()
Test_validation ()

Authenticate (MAC, Hash_Private_k)
Check_Authentication ()

Request_Hash (DATA)
Hash (DATA)

Fail (Msg)

Confirmation (Msg)

Add (New_Block) Set (New_Block)
Add (New_Block)
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Framework (cont’d) MEDI’2021

The dominance of fraud

Legitimate

Malicious

Hacked

Type 1

Dominance of fraud = Damaged BC is more than 50%

Type 2
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Framework (cont’d) MEDI’2021

Solution of ”Dominance of fraud”
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Experiment MEDI’2021
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Experiment (cont’d) MEDI’2021
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Experiment (cont’d) MEDI’2021

Integrity Attack

(a) Damaged Manager (b) Received Manager
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Experiment (cont’d) MEDI’2021
The dominance of Attackers

R_A= 80%, R_B= 60% and R_C= 10

VCA values

Test T1 T2 T3 T4 T5 T6 T7

Number of legitimates 10 10 10 10 10 10 10
Number of All managers 10 15 20 25 40 50 60
percentage of Attackers 0% 30% 50% 60% 75% 40% 83.3%

percentage of Acceptation 100% 100% 83% 83% 62% 55% 50%

1 2 3 4 5 6 7

101.7

101.8

101.9

102

The Tests (Tn)

Ac
ce
pt
at
io
n
%

Ratio of acceptation
Rejection of the Block.
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Conclusion MEDI’2021

We have proposed a framework, that:

Serves the smart city digital word

Consists on blockchain

Protects through Asymmetric cryptography

Prevent the domains of fraud attack

Applies secure processes

Was tested

We intend to:
Cover other protection mechanism

Study device behavior
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Thank you for your attention!
Questions?
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