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Il Outline

= |ntroduction




Introduction (1/2) G2y

= Need for safety objectives in Cyber-Physical Systems (CPS)? Systems must be safe for humans
to use

= Need for security objectives in CPS? Heavy dependence on software + highly interconnect, thus a

possibility of cyber attack(s)

= Impacts the safety of systems and its end users

= Need for multi-objectives analysis? To perform analysis of both safety & security objectives

= To understand how the objectives related to security will effect safety features (and vice-versa)
= Commonalities in both analysis, thus avoidance of duplication of efforts

= Simple example Keyless Car Entry: If the encryption level is increased (security feature), then it will effect the

time taken to decrypt and to send an ACK, thus effecting overall performance (safety feature)
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Introduction (2/2) G2y

= How Model-Driven Engineering (MDE) can help to address safety & security concerns?

= MDE supports creation of a coherent model of a system that may be augmented with various relevant

information for different stakeholders

= This model when transformed into different formats allows representing various formalization relevant for

different domains

= MDE provides principles, standards (e.g. OMG SysML) and tools (e.g. Eclipse Papyrus)

Vi :
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Il Outline

= Research Context & Motivation




Research Context

To support efficient modeling of both safety & security objectives during the design phase of the SDLC, i.e., to
support Design Space Exploration (DSE)

= Safety & Security objectives can be conflicting but measurable (Performance, Breakability, Cost) and it is

essential to obtain an acceptable trade-offs (Co-Optimize)

= E.g. to minimize a vector of objective functions (such as the cost and failure rate) defined by the designer

= To bridge the gap for safety-security co-optimization, which is dominantly due to the unavailability of
specific methods and frameworks (language, vocabulary) along with tools

= To support non-savvy engineers without them needing to be an expert in both domains

Systems Development
Life Cycle

(SDLC)
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Research Motivation (1/2)

Motivating Example: A Safety & Security sensitive CPS

CMOS DVP CPUs DP . : .
— = ECSS is used in Automotive safety system
S Sensors 27N (Cortex A9 ) 2" Transceivers Yy
5T > 0 «  CMOS sensors, CPU and embedded networks
: ‘ 0V7962 \If}
es | (e 5 (FlexRay, CAN)
=) . . = _ ‘1toN
S LtoN i : -
B V= . . o
q ,,|:> E> = ECSS needs to be fail-safe (having objectives such
as performance, rate of failure)
N N = Safety can be effected by security concerns
(such as CAN attacks, other attacks on camera)
Embedded Cognitive Safety System (ECSS)
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Research Motivation (2/2)

Desig n Space Exploration problem Brief descrlblng of_the de5|gn-§pace complexity
for designing HW architectures
CMOS DVP CPUs DP ] Instances of same # #
. Sensors AN Cortex A9 N\ Transceivers cPU_fensor Transceive - componenttype
e ‘ - [Slot 1] [slot 1] [Slot 1] S T >
I: I‘\'m [> E> |5|9t2| 5|0t2| |5|0t2| 5 o g A11 A12 A13 E.g. Cortex-A9 core: Samsung
| W OV7962 | 25 | |
' /,, ! |S|Dt3| 5|Gt3| |5|0t3| - 8 - A21 A22 A23 E.g. Cortex-A9 core: STMicroelectronics
P - . - o <
L "l1toN s o = A31 A32 A32 E.g. Cortex-A9 core: MediaTek
P “ltoN i g 2 E
':i s ) ; | S v
. ] ovsea2 | | CAN HS
Possible type of variability:
v' v * No Variability: Occupied Slots =1 - Only 1 Samsung OR 1 STMicro chip

* Instance Variability: Occupied Slots = 2 - Both 1 Samsung AND 1

Samsung chip

Embedded Cognitive Safety System (ECSS) S _ _
« Component Variability: Occupied Slots =2 - 1 Samsung AND 1 STMicro

chip

" To select HW components (i.e., redundancy level) * Mixed Variability (both Component + Instance): Occupied Slots=3 2> 1

= To find the optimal solution having the acceptable trade-off for Samsung AND 1 Samsung AND 1 MediaTek chip

safety & security concerns along with their effect on cost o
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Al Outline

= Contribution: Model-based Co-optimization of Objectives
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Contribution: Model-based Co-optimization of
Objectives

Requirement Model | @ I
@ I Eclipse Generated | !
(Safety & Security I Ecore Filesin I
Objectives) I Xtext Python |
| |
[ |

|

|

Pareto Front

Model Analysis &

Modeling

g

1

|

1

|

1

|

I Model r——- -—--

: =<Blockos Transformation |
Graph I @ | | System

I ¥

|

|

|

|

|

Transformation Optimization

I
——————— |
I Pareto Front
""" : l@ : Graph
Components | Python | P
Comments(0..N) 1 (1..N) | Analysis Constraint E>

I Y Solver I /

|

<<Block>> :

SysML Modeling |

Overall Method
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Contribution: Model-based Co-optimization of
Objectives

- i |
9 cclipse %P\j‘g ,’

@ Requirement Model

Eclipse Generated
(Safety & Security
Objectives)

I |
|- |
I1|- Ecore |:> Filesin :
I1|- Xtext
I Python I
I |
I
I
|
[

1

|

1

|

1

|

I Model r——- -—--

: =<Blockos Transformation |
Graph I @ | | System

I ¥

|

|

|

|

|

Pareto Front

Model Analysis &

Modeling Transformation Optimization

|
_______ I
: | I Pareto Front
------ Components J I@ Python : Graph

Comments(0..N) 1 (1..N) : Analysis Constraint
<<Block>> I Solver ]
| I &
SysML Modeling |

Overall Method S N o
E L & python-constraint / python-constraint

<> Code (O Issues 17 1 Ppull requests 3
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n
M O d eI I n I / 2 Modeli Model Analysis & Pareto Front
odeling Transformation Optimization Graph

—————————————— l . = 2 = 2 = 1

| Requirement Model I | BB Reguirement Diagram |-

: @ | !

I ':Sagge&ctﬁzgl;"ty : «SafeReq» =Requirement= =5ecReq=

I ) ' H safetyMain SystemMain = SecurityMain
id=02 1d=01 id=03
text=The system shall text=The system shall text=The system shall

- he safe. be functional. be secure.
» Modeling general system requirements & . EE’\
relationships «Requirements
_ _ _ TotalHW cost ® HW Cost
= Modeling Safety & Security requirements | «Block» [ hstraction, Verifys —
o _ | ECSS System 4=
via introduction of new stereotypes : _~| text=Total HW Cost < €150.
» <<SafeReg>> & <<SecReq>> . Max SEdUﬂ@W}f rﬁ HW Cost Evaluation
qabstracthn,*[ﬁerweﬁeqt» v
zArchRequirements L
= MaxRedundancy =0ObjectiveFunction=

id=05 = HWCostEvaluation
text=Max. redundancy for sensor = 3.
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Modeling

— o —

el

<<Block>>

| - | System

Comments(0..N) I:I

<<Block>>

@

Components
{1..N}

SysML Modeling

:

Modeling the system &
relationships via BDD
Input values such as cost,
reliability etc.

Input the type of constraint

needed, i.e., variability type

(2/2)

&5 Project Explorer 2 BG s ¥=0
P 13 com.cea.papyrus.safetysecurity.demo.codegen.v2 [exte
» iz com.cea.papyrus.safetysecurity.demo.documentation [
¥ =% > com.cea.papyrus.safetysecurity.demo.models [extend
» 3 CaseStudyModel C3 S2
» 3 CaseStudyModel C3 S3
» 3 CaseStudyModel_C4_S2
» 3 CaseStudyModel_SysML16_C3_S2
w 3> SysML14
» ~3 CaseStudyModel_Components3_Slots2
» “i> CaseStudyModel_Components3_Slots3_FULL
» ~¥ CaseStudyModel_Components3_Slots3
» ~¥CaseStudyModel_Components3_Slots4
» 7} CaseStudyModel_Components4_Slots2
» ~3 CaseStudyModel_Components4_Slots3
» ~3 CaseStudyModel_Components4_Slots4
» ~3 CaseStudyModel_Components5_Slots2
P % SysML14_CodeGen_v1
P 5 SysML16
» @ python (fusr/bin/pvthon?.7)

- Model Explorer 2 EREAEES Y =0

¥ £z CaseStudyModel C3 S3
» EaSystem BDD [Package] C3 53
} E1Requirement Diagram
» E2BDD MDO
» B «ModelLibrary» Libraries
» &% «EPackage, ModelLibrary» Primitive Types
» B «ModelLibrary» EcorePrimitive Types

Model
Transformation

Analysis &

Pareto Front

Modeling

Optimization

Graph

~¥ CaseStudyModel Components3 Slots3 FULL.di Eﬂ

E3 System BDD [Package] C3 53 |

b=

«Block» @l [ variability Types:
ECSS Syst ] iabili =ON;
= ystem Typel: Instance_Variability (IV)=0N;
attributes 7

Type2: Component_Wariability
(CV)=0FF;

Note: Mixed_Variability is ON if both
IV and CV are ON;

= + Number of Sys Component Categories: Integer [1]
= + Mumber of Slots per Component Categories: Integer [1]

operations

bDlockId

1+|block14 1
+ block1B..1 - 0..1
+bloc Blockl7
«Blocks= «Blocks= «Blocks=
CPU Sensor Transceiver
attributes attributes attributes

= + Cost: Real [1]
Cz + Reliability: Real [1]

= + Cost: Real [1]
3 + Reliability: Real [1]

= + Cost: Real [1]
3 + Reliability: Real [1]

operations operations operations

Welcome | ECSS System BDD X | B Req CostRequirements | ®g BDD ECSS MDO|

[ Properties &2 | J Model validation € Documentation 5 References 2 GitStaging @0 Git Tree Compare
£ System BDD [Package] C3 S3

UML Name | system BDD [Package] €3 53
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Model Transformation (1/2)

1
I
|- Eciipse ® Generated | ! UML is useful for modeling system information (including relationships) but not
| Ecore Filesin I . . . . .
1]- Xtext |:> python | ! for conducting mathematical analysis. Thus, model transformation is needed.
I I
| Model (- <<Block>>
| Transformation | System Xte
| Set of generated
Comments Component fllesfln Python
ormat
(Compqr_lent <<Block>>s (1..N)
Variability)
BDD

Component Variability

Input: Parent class, Child class, Parameters, comments _“

about component variability Model with comments - Python File

about component variability - Execution of Python
Output: Python File & BDD [Package] ECSS.py associated with the child code results in possible
- Python script with CSP formalization based on input SEEslies seliion eneliner

raphical representation
values grap P
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Pareto Front

Graph

Model Transformation (2/2) i || || SR

©)

Instances of same

| 1
I I
1 |- Eclipse Generated | componenttype
- ECOFE Filesin : - >
|- text o
: Python I o = ° %‘ A1l A12 A13 E.g. Cortex-A9 core: Samsung
. L
I N = & . .
| Model r- \\\*\ Q % ‘S % A21 A22 A23  E.g. Cortex-A9 core: STMicroelectronics
- K ]
| Transformation | . ,b\o\ s 2 g _ )
. | 6(\ S = E A31 A32 A33 E.g.Cortex-AS core: MediaTek
_— . o . o bl
N (\\6 o a
“\66 ((\e E W
®)
< 006\
5 Project Explorer 52 E% « ¥ = B [~ casestudyModel Components3 Slots3 FULL.di T.ﬂ . 6
} 13§ com.cea.papyrus.safetysecurity.demo.codegen.v2 [exte “\
» (=5 com.cea.papyrus.safetysecurity.demo.documentation [¢
w25 > com.cea.papyrus.safetysecurity.demo.models [extend VE' System BOD [Package] C3 S3| —
» (5 CaseStudyModel C3 52 » - . .
» 3 CaseStudyModel C3_S3 = Ecglgcszﬁtem i %a;:f:”:?’sgsi;\larw:nm Examp2 e .
» z CaseStudyModel_C4_S2 attributes - [~ Type2: Cm:npunent_ bility _ . _ .
e CosestucodeL 5L 16,252 L e e ] | vy o Solve the a + b = 5; a b = 6 algebraic
¥ (5> SysML14 IV and CV are ON; .
» ~3CaseStudyModel_Components3_Slots2 CE=EL \) re -La-t 10 n .
» ~¥CaseStudyModel_Compeonents3_Slots3 1+"b\ock14 DlockIa '1 C m -Fro m c o n Stra-l nt 1m port *
» ~¥CaseStudyModel_Compenents3_Slots4 1 0.1 —
» 73 CaseStudyModel_Components4_Slots2 + bloci}6..1 + bloc N ID:I — pro b-l. e m - PI‘O b-l. e m ( )
» ~3CaseStudyModel Components4_Slots3 «Blocks «Block» Pk «Block» . 1 1
» 73 CaseStudyModel_Components4_Slots4 a%‘:utls %E:ﬂz‘:’ g:@"ﬁﬁ:?’er pro b-l- e m . a-d dvarlabl e ( a I ran g e ( 5 ) )
» ~BCaseStudyModel_C ts5_Slots2 o 3 3 -
e e o ¥ norseg remi 11| = ey Pesi 11| 5.+ nlmbi: e (1 ) problem.addVariable('b', range(5))
> epsymLio e — e d : .
e innghons = = = Code Generation proplem.addConstraint(lambda a, b: a + b
& Model Explorer 2 EREERFRES Y =0 ( d ) —
¥ E= CaseStudyModel_C3_S3 M 0 e I t 0 TeXt 5 )
) Cosystem 0D [Package] C353 problem.addConstraint(lambda a, b: a * b
¥ E1Requirement Diagram @) welcome B8 ECSS System BDD %2 | Bl Req CostRequirements| 5 BDD ECSS MDO |
» ——
» EI?AZZS(‘E;:I)}»UDMHES [ Properties X Model validation € Documentation %’ References g% Git Staging [ Git Tree Compare I 6 )
» Iz.'(cfParkage, Mode!u'brm"y»‘Plﬂmf‘n'veTypes &1 System BDD [Package] C3 53 S o -L ut io q] s o pro b-L e m. g et S O-L ut io N S ( )
» Bz «ModelLibrary» EcorePrimitiveTypes

UML Name ( System BDD [Package] C353

print solutions
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- | | - n
Analysis & Optimization
odeling Transformation Optimization Graph

Pareto Front

|

|
:@ python | | Graph Z
| Analysis Constraint I>

|

|

I & Solver /
Constraints Solver

!_Optimizatinn :

O Why GitHub?

& python-constraint / python-constraint

Python script having constraints

Example :

Solve the a + b = 5; a b=2¢6 algebraic <> Code () Issues 17 {7 pull requests 3
relation.

from constraint import *
problem = problen() T
problem.addVariable('a', range(5))

problem.addVariable('b', range(5))

problem.addConstraint(lambda a, b: a + b == 5)
problem.addConstraint(lambda a, b: a * b == 6)

Set of Solutions
[{'a" 3,'b": 2}, {'a": 2, 'b": 3}]

solutions = problem.getSolutions()
print solutions
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Pareto Front

Modeli Model Analysis & Pareto Front
odeling Transformation Optimization Graph

G T |
|- --=- : Pareto Front Pareto Front
: @ py‘thﬂn I Grﬂph — Pareto Diagram
| Analysis CDS";H:'r”t : > f o
I & :
| Onfirmioaf | Constraints Solver
Optimization | |
U S S —— E
%200
Python script having constraints
& python-constraint / python-constraint

Example: O to ooi 0o obs obs 005 ooe ob7 obs
Solve the a + b = 5; a b=2¢6 algebraic <> Code () Issues 17 17 pull requests 3 Failure Rate
relation.

from constraint import *
problem = Problen() )
problem.addVariable('a', range(5))

problem.addVariable('b', range(5))
problem.addConstraint(lambda a, b: a +
problem.addConstraint(lambda a, b: a *

solutions = problem.getSolutions()
print solutions

b
b == 6) Set of Solutions

[{'a: 3, 'b": 2}, {a": 2, 'b": 3}]
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Experimentation (1/4)

Experimentation Setup

» Eclipse Papyrus Framework

Model Analysis & Pareto Front * SysML Modeling

Transformation Optimization

Modeling Graph

« Code generation [Papyrus Designer]

= Python constrain solver
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&y Prnject Explorer 52 BS & ¥ =0
} ¢ com.cea.papyrus.safetysecurity.demo.codegen.v2 [exte
} =z com.cea.papyrus.safetysecurity.demo.documentation [¢
25 > com.cea.papyrus.safetysecurity.demo.models [extend
» % CaseStudyModel_C3_52
» % CaseStudyModel_C3_S3
» % CaseStudymModel_c4_Ss2
» 3 CaseStudyModel_SysML16_C3_S2
¥ 5> SysML14
» ~3 CaseStudyModel_Components3_Slots2
> CaseStudyModel Components3_Slots3_FULL
» ~3 CaseStudyModel_Components3_Slots3
» <3 CaseStudyModel Components3 Slots4
» <3 CaseStudyModel_Components4_Slots2
» ~3 CaseStudyModel_Components4_Slots3
» ~3 CaseStudyModel_Components4_Slots4
» ~ CaseStudyModel_Components5_Slots2
» (% SysML14_CodeGen_v1
P 2 SYsML16
» 2 puthon (fusr/bin/pvthon2.7)

& Model Explorer &2 EEFAEES Y =0

w [z CaseStudyModel_C3_53
» F1System BDD [Package] C3 53
» EIRequirement Diagram

Experimentation

(2/4)

¥ CaseStudyModel_Components3_Slots3_FULL.di 5:8]

5 System BDD [Package] C3 53 \

=

B + Number of Sys Component Categories: Integer [11]
& + Number of Slots per Component Categories: Integer [1]

operations

_

. «Blocks» 1o Variability Types:

ECSS System Typel: Instance_Variability (IV)=
attributes 1

Type2: Component_Variability
(CV)=0FF;

Note: Mixed_Variability is ON if both
IV and CV are ON;

11—“b\0ck14

1
+ block1h..1 0.1
okl
«Block» «Block»
CPU Transceiver
attributes attributes attributes

Bl + Cost: Real [1]

= + Cost: Real [1]

Bl + Cost: Real [1]
g + Reliability: Real [1]|| &3 + Reliability: Real [1]{| 5z + Reliability: Real [1]

operations operations

operations

» E2BDD MDO
» Ea «ModelLibrary» Libraries
» B8 «EPackage, ModelLibrary» PrimitiveTypes
» Ea «ModelLibrary» EcorePrimitiveTypes

Welcome |58 ECSS System BDD % | B Req CostReguirements| %8 BDD ECSS MDO|

I Properties X J Model Validation € Documentation %’ References
&1 System BDD [Package] C3 S3

% Git Staging Ex Git Tree Compare

Name | system BDD [Package] €3 53

Xtest

Code
Generation
(Model to Text)

System Cost

CMOS DVP CPUs
Sensors

4 OV7962

® G

CSP Solver

Pareto Diagram

Transceivers

i)

‘1toN

> {cais)

Set of generated
files in Python

207
L]
300
250 A
200 A
150
100

T T T T T T T
0.00 0.01 0.02 0.03 0.04 0.05 0.06

Failure Rate

T T
0.07 0.08




Experimentation (3/4)

Pareto Front

Pareto Diagram

Pareto Diagram
702
® 5
130 - 4 .
300 A 7 ® g 10
ez o *11
1254 e 13 o0
w2501 . 16 % |14 19
=] o
J
£ LEJ % 1/° ®120
% g 120 - o 2 o0
& 2007 a 25 %523
®goeM ® 21
115 - o0 .
150
24
27 |®
110 .
lDG T T T T T T T T T T T T T T T
0.00 001 002 003 004 005 0.06 0.07 0.08 0.05 0.10 0.15 0.20 0.25 0.30 0.35
Failure Rate Failure Rate
o Instance Variabilit
Component Variability y

High-level requirement trade-offs are represented via Pareto front
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Experimentation (4/4)

Pareto Front

) 1 )
Pareto Diagram : Pareto Diagram
707 I
1 ®2
.8 : 130 - 4 °
3001 g ! 7 ® 5 10
% 1 g © ®311
Ll i 1
I 125 ° o0
& 2907 [ & 16 %14 19
=} I o
J
: I p % 17 ®120
@ T : @ 25 %523
: ®s26% ® 21
115 X °
1.5'0 N . .
24
27 [®
X 110 ®
lDG T T T T T T T T | T T T T T T T
000 001 002 0.03 004 005 006 007 008 0.05 0.10 0.15 0.20 0.25 0.30 0.35
Failure Rate

Failure Rate

Component Variability @/' Instance Variability

Cost £ 150 && Failure rate < 0.05 Cost £ 120 && Failure rate £ 0.10
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Il Outline

= Conclusion & Perspectives




Conclusion & Perspectives

= \We proposed a method and a tool to perform co-optimization of safety & security objective using MDE

« Method involves SysML based modelling, model transformation and use of constraint solvers to provide

(quasi) optimal solutions

= We integrated safety + security features via the common objective function (HW cost), which is

optimized w.r.t failure rate to evaluate the impact and interplay of both concerns

 This work will support engineers to analyze & visualize different concerns (or objectives) along with the

possible set of solutions, all in the same interface

= As perspectives:

« To extend this framework with more objective functions (both common and specific to safety & security)

« To extend and test the scalability of the approach with larger and complex case studies
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Questions?
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